
SonicWALL’s Award-winning Anti-Spam SolutionAN T I SPA M 

SonicWALL® Email Security for Microsoft Windows® Small Business Server (SES for SBS) provides 

award-winning e-mail protection for both inbound and outbound e-mail. SES for SBS is specifi cally 

designed to install directly on the SBS hardware server in order to provide ease of installation and 

low cost of ownership. It integrates with SBS to deliver superior anti-spam, anti-phishing, and anti-

virus protection, and prevent DHA, DOS attacks by employing advanced connection management 

before mail traffi  c reaches SBS. SES for SBS employs 14 diff erent e-mail fi ltering techniques, so that it 

only delivers good e-mail traffi  c to SBS, thereby improving overall SBS performance. Additionally, SES 

for SBS off ers centrally-managed rules and policies as well as superior reporting and management, 

helping IT to reduce time spent administrating e-mail protection. 

Every fi ve minutes, SES for SBS automatically receives and applies threat protection updates 

from the SonicWALL GRID Network on the latest e-mail threats, to provide the most up-to-date 

protection for business users. Simple-yet-powerful policy rules can be used for both inbound and 

outbound e-mail. These rules can be applied as desired to everyone in the organization, groups, 

or individuals. SES for SBS automatically synchronizes with Active Directory to ensure rules are 

applied correctly to all users. 

SES for SBS reduces the time and eff ort required by IT to manage junk mail, by allowing end 

users to manage their own e-mail junk boxes, while still enabling IT to retain full control over 

security. The SonicWALL Email Security solution off ers powerful and fl exible controls that let you 

easily fi ne-tune your protection to best protect your organization against spam, viruses, phishing 

attacks, information leaks and compliance violations. Providing a greater return on investment 

in SBS, SES for SBS delivers of enterprise-class e-mail security in one easy-to-use, easy-to-install, 

aff ordable solution.

SonicWALL Email Security for Microsoft Windows
Small Business Server

Features and Benefits

Pre-configured for SBS for ease of installation 

and deployment, SES for SBS integrates with SBS 

in just a few mouse-clicks, without any complex 

reconfiguration. Because SES for SBS installs directly 

on the SBS hardware server, there are no additional 

devices to manage and no additional servers to 

purchase, thereby reducing the cost of ownership.  

Leverages the innovative SonicWALL GRID 

Network which provides collaborative intelligence 

by actively gathering vital learning from an expansive 

network of millions of users and sources, and updating 

SES for SBS every five minutes. This lets SES for SBS 

detect even the most subtle spammer tricks, and gives 

you the most accurate and up-to-date protection 

against new spam attacks.

Stops over 98% of spam from ever reaching or 

disrupting SBS by combining a best-in-class spam 

filter with an end-to-end e-mail attack monitoring 

system. SonicWALL performs rigorous testing and 

evaluation of millions of e-mails every day, and then 

reapplies this constantly-updated analysis to provide 

you with exceptional spam-blocking results. This 

reduces the e-mail volume on the SBS application 

and improves overall performance.

Advanced end-user spam controls allow the safe 

delegation of spam management to end-users. Users 

get the freedom to personalize the aggressiveness of 

their spam detection settings based on the content 

of the message, while IT retains ultimate control over 

the overall level of security enforced. End-user spam 

management eases administration, reduces false 

positives, and enhances service levels for end-users.

Time-saving ease-of-management allows the 

delivery of advanced Email Security protection while 

reducing the administrative burden. For example, SES 

for SBS seamlessly synchronizes with SBS LDAP for easy 

management of users and group accounts. SonicWALL 

Email Security self-updates every 5 minutes—twice 

as fast as competing solutions—and requires only 10 

minutes or less a week to manage. 

■ Pre-configured for SBS   
 for ease of installation 
 and deployment 

■ Installs directly on the 
 SBS hardware server

■ Leverages the innovative  
 SonicWALL GRID Network

■ Stops over 98% of spam 
 from ever reaching or 
 disrupting SBS

■ Advanced end-user 
 spam controls

■ Time-saving ease-
 of-management
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Specifications

Features 

Complete Inbound and Outbound Email Protection  
Spam blocking–98% effective Yes 

14 Anti-spam filtering techniques Yes 

Phishing detection, classification and blocking Yes

Built-in GRID Anti-Virus  Yes 

SonicWALL GRID Network updates every 5 minutes Yes 

Connection Management   
Directory Harvest Protection Yes 

Denial of Service Protection Yes

Greylisting of valid senders Yes

BATV (Protects against NDR spam) Yes

Sending IP Reject/Block/Allow/Throttle Yes

Easy Administration    
Automatic Active Directory Synchronization Yes

Policy groups based on Active Directory Yes

Policy group-based content filtering Yes

Policy group-based email disclaimers Yes

Administrative control of all end-user controls Yes

Customize, schedule and e-mail 30+ reports Yes

Easy For End-users    
Per-user Junk Boxes  Yes

Per-user Junk Box Summaries Yes

Per-user settings and controls Yes

Per-user score settings  Yes

Junk Box summaries in 15 languages Yes

Single Sign-on  Yes

System Features  
In-memory MTA  Yes

Unlimited Domains  Yes

SonicWALL Email Security 300 Appliance (Optional) 

SonicWALL Email Security is also available on a SonicWALL appliance 

which receives and filters messages, passing only good e-mail to the 

SBS server.

Operating System Hardened SonicWALL Linux OS Appliance

Rackmount Chassis 1U Mini

CPU 2.66GHz

RAM 1 GB

Hard Drive 80 GB

Dimensions 16.8 x 14.0 x 1.7 in

Weight 18 lbs/8.16 kg

WEEE Weight 13 lbs/5.90 kg

Power Consumption (Watts) 189

BTUs 644.49

MTBF@25C in Hours 125,004

MTBF@25C in Years 14.27

SES for SBS Requirements 

Microsoft Windows Small Business Server 2003 and 2008

CPU 2.66 GHz minimum configuration

Additional 2GB of RAM strongly recommended; (1GB additional RAM minimum)

Additional Hard Drive 40 GB minimum configuration

Available in 25 user packs which can be stacked up to 75 users

SonicWALL Email Security for 

Windows Small Business Server

Email Security For Microsoft 
Windows SBS
1 Server + 25-user (1-year)
01-SSC-7600

Email Security For Microsoft 
Windows SBS
1 Server + 25-user (2-year)
01-SSC-7601

Email Security For Microsoft 
Windows SBS
1 Server + 25-user (3-year)
01-SSC-7602

Email Security For Microsoft Windows 
SBS - Renewal/Upgrade
25-user (1-year)
01-SSC-7610

Email Security For Microsoft 
Windows SBS
Renewal/Upgrade
25-user (2-year)
01-SSC-7611

Email Security For Microsoft 
Windows SBS
Renewal/Upgrade
25-user (3-year)
01-SSC-7612


